State: Pennsylvania
AGREEMENT NUMBER: A-2D37-18-008

MEMORANDUM OF AGREEMENT
BETWEEN THE PENNSYLVANIA
DEPARTMENT OF CONSERVATION AND NATURAL RESOURCES
BUREAU OF FORESTRY
AND THE
UNITED STATES DEPARTMENT OF AGRICULTURE
NATURAL RESOURCES CONSERVATION SERVICE

This Memorandum of Understanding (MOA) is made and entered into by and between the Pennsylvania
Department of Conservation and Natural Resources, Bureau of Forestry and the United States Department
of Agriculture, Natural Resources Conservation Service in Pennsylvania hereinafter referred to as “the
Parties”.

L PURPOSE

The purpose of this MOA is to strengthen cooperation between the parties and to document the working
arrangements that will be followed in jointly delivering forestry-related conservation assistance. This
memorandum will complement the 2013 National Memorandum of Understanding between NASF,
NACD, USDA-NRCS, and USDA-USFS.

The Parties have jointly prepared this memorandum and agree to the following overarching commitments:

e To continue to cooperatively address the 8 challenges identified in the 2013 National
Memorandum of Understanding between NASF, NACD, USDA-NRCS, and USDA-USFS
through both joint and separate actions,

e To continue the conservation and stewardship of Pennsylvania's natural resources in order to
sustain the health, diversity, and productivity of Pennsylvania' s private forest lands,

e To work together in a coordinated delivery of forestry related conservation assistance to private
landowners of Pennsylvania's working lands which includes forestland, cropland, and pasture.

The Parties have agreed that the 8 challenges presented in the 2013 National Memorandum of
Understanding continue to be relevant to Pennsylvania. These 8 challenges are:

1. The availability of technical expertise and assistance to Non-Industrial Private Forest landowners
is insufficient to meet the need.

2. The lack of integration of planning and other administrative issues between the Parties, making it
difficult for private landowners to participate in forestry and conservation programs.

3. Funding devoted to forestry and agroforestry is inadequate and inconsistent.

Forestry needs to be a priority for State Technical Committees.

5. Coordinated delivery of disaster recovery assistance is not yet fully realized of developed.

>
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6. The lack of landowner knowledge and understanding on how to participate in available forestry
related programs.

7. The need to improve the consistency of technical standards, policy interpretation, and program
delivery across States and agencies.

8. The need to improve on information sharing and data transfer and performance between Parties.

II. BACKGROUND

The Parties recognize that healthy forests are a critical component of Pennsylvania’s landscape, the
owners of all private forests are key customers for our programs/activities, and that increased
coordination and collaboration is essential so that we can provide assistance to a changing customer/
owner base. Private forest landowners voluntarily request assistance from the signatories and are the
decision-makers for their land. The Parties agree that the background to the National Memorandum
between NASF, NACD, USDA-NRCS, and USDA-USFS equally applies to the Commonwealth of
Pennsylvania.

III. ROLES AND RESPONSIBILITIES

This MOA commits the Parties to continued and increased cooperation at the local, regional and State
scales to ensure coordinated interagency delivery of forestry-related conservation assistance to private
forest landowners and land managers. The actions taken under this MOA are expected to enable the

Parties to accomplish their individual and collective conservation goals and missions more effectively.

The Parties recognize the unique and complementary role that each Party brings to the partnership:

e DCNR-Bureau of Forestry has a primary leadership role and responsibility for delivery of
forestry programs on State and private lands. The Bureau of Forestry will also contribute
expertise in, but not limited to wildlife biology, botany, entomology, forest pathology, geology,
biodiversity, biofuel and biomass production, plant community ecology and classification, and
riparian ecology.

e NRCS is a source of interdisciplinary expertise for natural resource conservation and has
administrative authority for Farm Bill programs. Current Farm Bill programs include:
Agricultural Management Assistance (AMA), Conservation Stewardship Program (CSP),
Conservation Reserve Program/Conservation Reserve Enhancement Program (technical
assistance only), Environmental Quality Incentives Program (EQIP), the Regional Conservation
Partnership Program (RCPP), Healthy Forest Reserve Program (HFRP), and the Agricultural
Conservation Easement Program (ACEP).

The Parties will work to address the challenges through the following joint and individual organization
actions:

A. Jointly, PA DCNR Bureau of Forestry and NRCS will, as appropriate:

At the State level:

1 Utilize the Forest Stewardship Committee to:
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Review and recommend requirements for NRCS Forest Management Plans and USFS Forest
Stewardship Plans;

Recommend integrated outreach efforts to facilitate landowner access to forestry-related technical
and financial assistance;

Develop criteria to be used in prioritizing program applications and identifying priority natural
resource Concerns;

Assess whether local working groups are addressing state priorities; and

Share updated information regarding conservation policies, programs, voluntary conservation
agreements, and procedures related to providing forestry assistance to private forest landowners
and land managers.

Share Information and Coordinate Outreach Efforts by:

Sharing analyses, research studies, and program application and backlog data relevant to the
importance of forest, agriculture, wildlife, and other related natural resource conservation issues
and to use the information as the basis for establishing priorities for agency activities and
funding;

Promoting the delivery of timely, coordinated forestry and agroforestry assistance to landowners
through actions increased use of Technical Service Providers (TSPs) and technology, and related
actions that increase assistance for working lands;

Coordinating forest resource information and data to assist in identifying priority landscapes for
focusing development and implementation of conservation strategies, plans, and programs;
Collaborating with other appropriate entities to facilitate development and implementation of
forestry and agro-forestry conservation plans and agreements on working forest lands;

Working with partner organizations to coordinate multiple-use management plans for private
forestland owners in order to meet landowner needs and the requirements of the agencies,
including eligibility for financial assistance to implement practices prescribed in management
plans;

Collaboratively identifying research studies needed to support sustainable management of
working lands and utilize the science to improve conservation programs and activities;
Dedicating a staff liaison from each agency to serve as a primary point of contact for
communication and for establishing regular and consistent communication between the agencies
on Farm Bill programs and other areas of mutual interest.

Comply with all provisions of Section 1619 of the Food, Conservation, and Energy Act of 2008
(2008 Farm Bill) Attachment A.

Comply with privacy of personal information relating to natural resources conservation programs
in accordance with Section 1244, Title II of the Farm Security and Rural Investment Act of 2002
(P.L. 107.171).

Deliver Joint Employee Training and Education Programs:

Providing employees training tools to deliver conservation assistance to an increasing number of
private forestland owners in a changing landscape, including those related to agroforestry:
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Providing training to educate each other about our respective organizations and processes, as well
as providing training to: U.S. Forest Service, conservation districts, Penn State's Department of
Ecosystem Science and Management Extension Program, and private consultants; and

Engaging NRCS Plant Materials Centers with DCNR's nursery located at the Mira Lloyd Dock
Resource Center and conservation districts on native plant propagation, gene conservation, and
other areas of common interest to improve coordination and share expertise.

Promote the Development of Environmental Services Markets by:

Cooperating on market-based environmental stewardship approaches, certification processes, and
the establishment of technical guidelines that facilitate the participation of private landowners in
emerging environmental services markets (as per Section 2709 of the Food, Conservation, and
Energy Act of 2008).

Participate in the State Technical Committee by:

Providing information about State-administered programs that can assist in planning and
implementing forestry and agro-forestry-related conservation practices in priority
watersheds/landscapes identified by NRCS and the Bureau of Forestry, as well as other
cooperators;

Assisting along with other members of the Forest Stewardship Committee in identifying priority
landscapes and or watersheds consistent with the protocols developed in the State Forest
Resource Assessment and Strategy and the NRCS State Resource Assessment; and

Continuing participation in the State Forest Stewardship Committee by inviting and appointing a
member of the State Technical Committee as per Section 8006 of the Food, Conservation, and
Energy Act of 2008. Ensuring that forest related information is available to local working groups
and contained within the State Forest Action Plan and the NRCS State Strategic Plan.

Implement this MOA by:

- Encouraging the development of other agreements and other types of partnerships at local,
regional, and State levels such as Technical Service Provider Agreements to facilitate
implementation of this MOA,;

Jointly pursuing innovative pilot projects/demonstration areas and sharing and publicizing
success stories consistent with the objectives of this MOA;

Provide advice to USDA NRCS and the DCNR BOF in the development of ecological site
descriptions and a unified naming and identification system for high priority forests, and the
inclusion of soil information into the Pennsylvania plant community classification;

When appropriate, inviting agencies, the Pennsylvania Association of Conservation Districts,
conservation districts, and non-governmental organizations to participate in applicable local,
regional, and statewide meetings and conservation initiatives;

Informing each other about State-administered forestry and conservation programs through
training and education; and
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Monitoring and reporting on implementation of this MOA until the challenges in the National
Memorandum of Understanding between NASF, NACD, USDA NRCS, and USFS have been
addressed to the satisfaction of the Parties. The agency contacts (as identified in V, below), or
their designees, will meet at least annually to review performance under this MOA, and provide
recommendations as appropriate.

DCNR through the Bureau of Forestry will:

At the State Level:

Provide assistance to NRCS in the development of state supplements to national practice
standards and development of state specifications, including those for CSP enhancement
activities.

At the local level:

1. Collaborate with the NRCS, primarily in areas/landscapes identified by both agencies as priority, to
provide comprehensive forest resource planning assistance by:

Working with the Pennsylvania State University to train approved Forest Management Plan
writers and TSPs in the development of forest stewardship plans, forest management plans, and
CAP 106 plans for private forestland owners that meet the current minimum criteria;

Deliver technical, design, and information assistance for forestry and agroforestry practices to
private landowners, as determined by the State Forester and State Conservationist;

Provide forest land and resource information to NRCS (e.g. forest inventory, forest health risk
and condition, fire regime/condition class) to support Rapid Watershed Assessments if applicable;
Conduct field visits to assist in determining appropriate Farm Bill program eligibility;

Review all program-related Forest Management Plans developed by forestry consultants for
adherence to the stated criteria;

Design forestry practices, where TSPs are not present or unwilling, on a limited basis and as
determined by the State Forester;

Review and make recommendations on the certification of forestry practices identified in Farm
Bill contracts and Forest Management Plans when local NRCS or Agreement/Affiliate staff lack
the appropriate Job Approval Authority;

Draft local application ranking criteria for forestry funding categories.

2. Take appropriate action to integrate NRCS conservation plans/processes and Forest Stewardship
plans/processes to facilitate private forest landowner participation in forestry-related technical and
financial assistance programs including:

Encouraging and referring existing Forest Stewards, Tree Farmers, and other forest landowners
with a management plan who are looking to fulfill certain plan recommendations to their local
FSA and NRCS offices to begin the sign-up process;

Conducting appropriate field and/or office visits with landowners and an NRCS technician
(optional) to discuss plan objectives, evaluate concerns, and discuss potential areas to apply
practices. Identify what recommendations in existing plans have a corresponding NRCS
Conservation Practice or CSP Enhancement description, and for which the landowner may apply
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for financial assistance to help implement. As appropriate, revise existing plans to incorporate
practices, activities, terminology and environmental reviews needed to participate in NRCS
conservation programs.

Providing a detailed description for each practice or activity applied for, consistent with NRCS
activity and/or practice standards and the description of one or more practice alternatives (This
could simply be the proposed alternative and a no action alternative.);

Obtaining from the consultant or NRCS an updated printed map of property that indicates
locations of proposed practices by forest management units and a digitized copy for insertion into
the conservation plan and inclusion in the Forest Stewardship database (for those landowners that
choose to have their plans included in the Forest Stewardship Program), where possible;
Obtaining from the consultant or NRCS supporting environmental information including, but not
limited to, PNDI search results, a copy of the Erosion and Sediment Control Plan, etc. necessary
for completion of Environmental Evaluations (NRCS form CPA-52) and regulatory compliance.
Obtaining from the consultant and relaying results of any formal consultations with other
government units required in the evaluation of special environmental concerns including Clean
Water Act, Cultural Resources, Essential Fish Habitat, Fish and Wildlife Coordination, Sole
Source Aquifer, Threatened and Endangered Species, and Wetlands items of the Environmental
Evaluation NRCS form CPA 52.

3. Support the development of Ecological Site Descriptions (ESD) including:

C.

Provide botanical and ecological expertise for the field collection of plant community data
associated with target soil types as identified by NRCS; and

Assist NRCS with the development of ecological and plant community descriptions associated
with target soil types as required for the development of ESDs; and

Share existing plant community data relevant to the development of ESDs;

NRCS in Pennsylvania will:

At the State level:

Allocate appropriate technical and financial resources to address resource concerns on private
forest land and to help meet private forest landowner needs for technical and financial assistance
in forestry and agro-forestry; and

Ensuring that forest and forestry related information is available to local NRCS work groups to
therefore improve communications and resulting program success with forestry related programs;
and

Develop application and screening tool criteria and guidance;

Send pertinent forestry communications to the forest landowners enrolled in NRCS programs as
determined by the NRCS State Forester

At the Local Level:

1. Integrate NRCS conservation plans/processes with Forest Management plans/processes by:
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e Determining Findings on the Environmental Evaluation Worksheet (CPA 52) and completing any
required formal consultations with other governmental units that the Bureau of Forestry does not
normally complete such as with the State Historic Preservation Office.

2. Promote the Development of Environmental Services Markets by:

e Cooperating with the Parties, as well as with other State, local government and non-governmental
organizations, in establishing a role for agriculture and forestry in providing environmental
offsets and enhancements; and

e Developing technical guidelines, accounting practices, and procedures for quantifying
environmental goods and services (as per USDA Departmental Regulation 5600-003 and Section
2709 of the Food, Conservation, and Energy Act of 2008).

e Support the inclusion of soil information into the Pennsylvania plant community classification,
including:

e Provide field soil classification and description expertise in conjunction with DCNR-BOF Natural
Heritage Section plant community field surveys relating to Ecological Site Descriptions; and

e Provide advice on the representation and characterization of soil information in the Pennsylvania
plant community classification

IV. GENERAL PROVISIONS

A. This MOA takes effect upon the signatures of the Parties and remains in effect until December 1,
2022. This MOA may be extended or amended upon written request of either the NRCS or the PA
DCNR- Bureau of Forestry and the subsequent written concurrence of the other(s). Either the Department
of Agriculture or the PA DCNR- Bureau of Forestry may terminate this MOA with a 60-day written
notice to the other(s).

B. This MOA is not intended to, and does not create any right, benefit, or trust responsibility,
substantive or procedural, enforceable at law or equity, by any party against the United States, its
agencies, its officers, the Commonwealth of Pennsylvania or any person.

C. This MOA does not affect or modify existing regulations or agency responsibilities and
authorities. It specifically does not commit any agency to activities beyond the scope of its mission and
authorities under its organic statutes.

D. NRCS and DCNR will handle their own activities and utilize their own resources, including
expenditures of their own funds, in pursuing the purposes of this MOA. Each party will carry out its
separate activities in a coordinated and mutually beneficial manner.
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E. This MOA is neither a fiscal nor funds obligating document. Any endeavor by either party that
involves the reimbursement, contribution of funds, or transfer of anything of value between the parties
will be handled in accordance with all applicable laws, regulations, and procedures. Such endeavors shall
be outlined in separate agreements, shall be made in writing by representatives of all parties involved, and
shall be independently authorized by appropriate statutory authority. This MOA does not provide such
authority. Negotiation, execution, and administration of any such agreement and expenditure of funds in
support of this MOA must comply with applicable statutes, regulations, policies, and procedures,
including (for federal agencies) the Anti-Deficiency Act (31 U.S.C 1341)

F. Any information furnished to NRCS under this agreement is subject to the Freedom of
Information Act (5 U. S. C. 552) and Section 1619 of the Food, Conservation, and Energy Act of 2008
(2008 Farm Bill) Attachment A. Any information furnished to DCNR under this agreement is subject to
the Pennsylvania Right to Know Act (Act 3 of 2008)

G. All activities and programs, conducted under this MOA shall be in compliance with the
nondiscrimination provisions contained in Titles VI and VII of the Civil Rights Act of 1964, as amended;
Civil Rights Restoration Act of 1987 (Public Law 100-250); and other nondiscrimination statues: namely,
Section 504 of the Rehabilitation Act of 1973, Title IX of the Education Amendment of 1972, and the
Age Discrimination Act of 1975. They will also be in accordance with regulations of the Secretary of
Agriculture (7 C. F. R, 15, Subparts A & B), which provide that no person in the United States shall on
the grounds of race, color, national origin, age, sex, religion, marital status, or handicap be excluded from
participation in, be denied the benefits of, or otherwise be subjected to discrimination under any program
or activity receiving Federal financial assistance from USDA or any agency thereof.

H. All activities conducted under this MOA shall be in compliance with the Drug-Free Workplace
Act of 1988 (Public Law 100-690, Title V, and Subtitle D).

I. This MOA is not a legally binding document.
V. AGENCY/ORGANIZATION CONTACTS
DCNR: Assistant State Forester Christopher Plank
6th Floor, Rachel Carson State Office Building

P.O. Box 8552
Harrisburg, PA 17105-8552
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NRCS: State Conservationist Denise Coleman

359 East Park Drive, Suite 2

Harrisburg, PA 17111

VL

AUTHORITIES

This MOA is entered into in accordance with the following laws, organization policy. and Executive

Order:
1.

VIIL

The Department of Agriculture Reorganization Act of 1994, Public Law 103- 354, 7 U.S.C.
6901-7014;

Secretary's Memorandum 1010-1, Reorganization of the Department of Agriculture, dated
October 20, 1994;

Cooperative Forestry Assistance Act of 1978, Public Law 95-3 J 3, 16 U.S.C. 2101-2114 (As
Amended Through P.L. 171-108, June 16, 2002 and P.L. 110- 246, June 18, 2008);

Soil Conservation and Domestic Allotment Act, Public Law 74-46, 16 U.S.C.590a-f; Soil and
Water Resources Conservation Act of 1977, Public Law 95-192, 16 U.S.C 2001-2009;
DCNR directives

Facilitation of Cooperative Conservation, Presidential Executive Order 13352 of August 26,
2004;

USDA Department Regulation, 5600-003, USDA Roles in Market-Based Environmental
Stewardship, dated December 20, 2006.

Food, Conservation, and Energy Act of 2008.

Agricultural Act of 2014.

APPROVAL

The undersigned parties hereby agree to the terms and conditions specified above.

Christopher Plank Denise Coleman
Assistant State Forester State Conservationist
PA DCNR- Bureau of Forestry USDA Natural Resources Conservation Service
4-18- 20,8 SNENE
rf
Date Date:

Page 9 of 15



State: Pennsylvania
AGREEMENT NUMBER: A-2D37-18-008

Attachment A

NATURAL RESOURCES CONSERVATION SERVICE (NRCS)
UNITED STATES DEPARTMENT OF AGRICULTURE (USDA)

ACKNOWLEDGMENT OF REQUIREMENTS FOR PROTECTION OF PRIVACY OF PERSONAL AND GEOSPATIAL
INFORMATION RELATING TO NATURAL RESOURCES CONSERVATION SERVICE PROGRAMS

Authority
Privacy Act of 1974, as amended (5 USC 552)

Section 1244 of the Food Security Act of 1985, as amended (16 USC 3844)
Section 1619 of the Food, Conservation, and Energy Act of 2008 (7 USC 8791)

NOTE: In this document, these statutes are referred to collectively as the Confidentiality statutes
The Privacy Act, 5 U.S.C. 552a (as amended)

Section 1619, 7 U.S.C. 8791, Section 1619 of the Food, Conservation and Energy Act of 2008.
Section 1244, 16 U.S.C. 3844(b), Section 1244(b) of the Food Security Act of 1985.

Confidential Information
Confidential information is:

e information provided by an agricultural producer or owner of agricultural land in order to
participate in a USDA program, including information concerning the agricultural operation,
farming or conservation practices, or the land itself, or

e personally identifiable information (PII).

Information is considered to have been provided by the program participant if it was:

o directly provided by the program participant,

e acquired on the program participant’s agricultural operation by USDA or the conservation
cooperator, or

e acquired in some other way that required the permission of the program participant.

Determination of Need for Access to Confidential Information

The Pennsylvania Department Conservation and Natural Resources, Bureau of Forestry assists NRCS in
delivering technical and/or financial assistance under USDA conservation programs, through a
Memorandum of Agreement (“the Agreement”). NRCS has determined that in order to provide
technical and/or financial assistance under the Agreement, The Pennsylvania Conservation and Natural
Resources, Bureau of Forestry needs access to certain confidential information provided by program
participants to participate in a USDA program.

Designation as Conservation Cooperator
Those individuals or organizations (governmental or nongovernmental) working in cooperation with

NRCS in any agency program when providing technical or financial assistance with respect to the
agricultural operation, agricultural land, or farming or conservation practices are known as Conservation
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Cooperators. The Pennsylvania Department of Conservation and Natural Resources, Bureau of Forestry
is designated by NRCS as a Conservation Cooperator, and is authorized to access confidential information
protected by one or more of the confidentiality statutes as necessary to carry out the Agreement. The
Pennsylvania Department of Conservation and Natural Resources, Bureau of Forestry can receive
confidential information either directly from NRCS or directly from the program participant.

Any and all such information provided or acquired under the Agreement is considered to be
confidential information. The confidentiality requirement applies to all such information even if USDA
program funding is only part of the funding to provide technical or financial assistance to the program
participant.

Examples of the type of information prohibited by disclosure under the confidentiality statutes include, but
are not limited to, the following:

e Personally Identifiable Information (PIl), refers to information that can be used to distinguish or
trace an individual’s identity, either alone or when combined with other personal or identifying
information that is linked or linkable to a specific individual.

e State identification and county number (where reported and where located).

e Program participant name, business full address, phone number, Social Security Number, and
similar personal identifying information.

e Farm, tract, field, and contract numbers.

e Production shares and share of acres for each Farm Serial Number (FSN) field.

e Acreage information, including crop codes.

e All attributes for Common Land Units (CLUs) in USDA's Geospatial Information System

e Any photographic, map, or geospatial data that, when combined with other maps, can be used
to identify a program participant.

e Location of conservation practices.

e Conservation program related application lists with names, funding request, ranking score, and
related information.

e C(Case file documentation relating to application evaluation and ranking for conservation program
participation.

e Operation and monitoring reports for easements.

Use of Confidential Information to Carry Out the Agreement

The Pennsylvania Department of Conservation and Natural Resources, Bureau of Forestry may only use
confidential information for the purpose of providing technical or financial assistance under a USDA
program. This includes any and all assistance provided under the Agreement. The Pennsylvania
Department of Conservation and Natural Resources, Bureau of Forestry agrees it will not use
confidential information under the agreement for any purpose other than to provide technical or
financial assistance under the Agreement.

Use of Confidential Information for Other Purposes
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In some instances, a conservation cooperator may wish to acquire or use confidential information for
purposes other than carrying out a USDA program. For instance, a Conservation Cooperator may seek
to provide technical or financial assistance under its own programs, or for regulatory compliance,
outside the scope of its agreement with NRCS. Such use of confidential information is prohibited, except
if the conservation cooperator:

Obtains express written consent of the agricultural producer or owner of agricultural land to use
or acquire confidential information for such a purpose on an Authorization for Release of
Records form.

Informs the agricultural producer or owner of agricultural land prior to their approval of the
release form that their ability to participate in or receive any benefit under a USDA program is
not conditioned on their approving the release.

Submits the release form to an NRCS employee with authority over the data and receives
approval.

Scope of Confidentiality Requirement

L]

The Conservation Cooperator must notify all managers, supervisors, employees, contractors,
agents, and representatives about the confidentiality requirements of the Agreement, the
provisions of this Acknowledgment, and the requirements of Section 552a, Section 1244, and
Section 1619. For the duration of the agreement, notifications about the existence of this
Acknowledgment must be made to those individuals who are new to the organization and
periodic notifications must be sent throughout the organization (as well as to all contractors and
agents) to remind all about the ongoing and continuing requirements.

The Conservation Cooperator must internally restrict access to Personally Identifiable
Information or other confidential information to only those individuals who have a
demonstrated need to know the confidentiality information in order to carry out the
Agreement.

Access to confidential information is nontransferable and may not be bought, sold, traded,
assigned, extended to, or given free of charge to any other individual or organization not directly
covered by this Acknowledgment.

The Conservation Cooperator must secure expressed written concurrence from NRCS prior to
providing protected information to an entity or individual outside of the Conservation
Cooperator and as necessary to provide technical and/or financial assistance for implementing
the NRCS program to ensure that such release is permissible.

When the Conservation Cooperator is unsure whether particular information is confidential
information, the Conservation Cooperator must consult with NRCS to determine whether the
information must be withheld.

Duration of the Confidentiality Requirement

The protecting the confidentiality of this information is a continuing obligation for conservation
cooperators. Even after the termination of the Agreement, the Conservation Cooperator, ,
every person having been provided access to the protected information will continue to be
legally bound to comply with the provisions of this Acknowledgment.

Use of the protected information for any purpose is expressly prohibited:

1. At the termination or expiration of the Agreement, or
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2. When a Conservation Cooperator no longer requires continuing access to confidential
information concerning a particular agricultural operation to provide ongoing technical or
financial assistance.

At that point, any confidential information provided under the Agreement related to the must
be immediately destroyed or returned to NRCS. The Conservation Cooperator must provide to
NRCS written certification that the protected information (paper copy, electronic copy, or both)
has been properly destroyed, removed from any electronic storage media, or both.

At that point, any protected information provided under the Agreement must be immediately
destroyed or returned to NRCS. The Conservation Cooperator must provide to NRCS written
certification that the protected information (paper copy, electronic copy, or both) has been
properly destroyed, removed from any electronic storage media, or both.

This Acknowledgment will be in effect on the date of the final signature and continues until
NRCS notifies the Conservation Cooperator that the Acknowledgment is no longer required
based on changes in applicable Federal law.

Supremacy of Federal Law and Ownership of USDA Information

nou

The confidentiality statutes superseded any State “sunshine law,” “open records act” or other
public disclosure requirements. Accordingly, information protected from disclosure by Section
552a, Section 1244, and Section 1619 must not be discussed in a public meeting or released
under such State laws.

Confidential information provided by producers and agricultural land owners to participate in
USDA programs become exclusively Federal records. Their acquisition, use and storage by state
agencies or employees do not make the data state records.

Electronic Data Security Protection

Conservation Cooperators that maintain electronic files are required to properly handle and or
dispose of personally identifiable information (PIl) in their possession so as to ensure that no Pl
is exposed. All materials having Pll data must be kept secure at all times through the use of
National Institute of Standards and Technology (NIST) compliant encryption (e.g. AES-256),
passwords, and secure data handling/storage.

Data requesters may be required to maintain current NRCS privacy/security awareness training
as a prerequisite to receipt of data accessibility.

Exceptions to Statutory Prohibition

The confidentiality statutes also allow disclosure of otherwise protected information if it has been
transformed into a statistical or aggregate form without naming any individual owner, operator, or
producer; or specific data gathering cite. The Conservation Cooperator must consult with NRCS as to
whether specific information falls within this exception prior to relying on this exception.

Violations
The Conservation Cooperator will be held responsible for failure to comply with their obligation under the
Agreement and applicable confidentiality statutes, regulations, or other laws.
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A release of information in violation of the requirements of the Memorandum of Agreement is a material
breach of that agreement. NRCS may terminate the Agreement if a conservation cooperator is not in
compliance with this provision. In addition, Conservation cooperators are directly bound by Section
1619, which applies to “any contractor or cooperator of the Department.”

Section 1244 provides for penalties up to $10,000 and up to 1 year in prison under 7 USC 2776c for any
person who shall publish, cause to be published, or otherwise publicly release information collected
pursuant to a provision of law.

The Pennsylvania Department of Conservation and Natural Resources, Bureau of Forestry
acknowledges that the agreement with NRCS incorporates the requirements of this document by
reference, including the guidelines and requirements of the confidentiality statutes, prohibiting
disclosure of confidential information by the US Department of Agriculture (USDA), any officer or
employee of USDA, and its contractors and cooperators. The Conservation Cooperator and all its
managers, supervisors, employees, contractors, agents, and representatives are bound by the terms
of the Memorandum of Agreement and by the provisions of Section 552a, Section 1244, and Section
1619. The Conservation Cooperator will not disclose Personally Identifiable Information, or
information protected by Sections 1244 and 1619, other than as provided in this acknowledgement.

Signature of the Authorized Representative of the NRCS Conservation Cooperator and the Date Signed

(b P

Executed this j8 day of A PRI L 3 ZOLQ
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SEC. 1619. INFORMATION GATHERING.

(a) GEOSPATIAL SYSTEMS—The Secretary shall ensure that all the geospatial data of the agencies of the
Department of Agriculture are portable and standardized.

(b) LIMITATION ON DISCLOSURES—

(1) DEFINITION OF AGRICULTURAL OPERATION—In this subsection, the term “agricultural
operation” includes the production and marketing of agricultural commodities and livestock.

(2) PROHIBITION—Except as provided in paragraphs (3) and (4), the Secretary, any officer or
employee of the Department of Agriculture, or any contractor or cooperator of the Department,
shall not disclose—

(A) Information provided by an agricultural producer or owner of agricultural land
concerning the agricultural operation, farming or conservation practices, or the land itself,
in order to participate in programs of the Department; or

(B) Geospatial information otherwise maintained by the Secretary about agricultural land
or operations for which information described in subparagraph (A) is provided.

(3) AUTHORIZED DISCLOSURES—

(A) LIMITED RELEASE OF INFORMATION—If the Secretary determines that the
information described in paragraph (2) will not be subsequently disclosed except in
accordance with paragraph (4), the Secretary may release or disclose the information to a
person or Federal, State, local, or tribal agency working in cooperation with the Secretary
in any Department program—

(i) When providing technical or financial assistance with respect to the agricultural
operation, agricultural land, or farming or conservation practices; or

(ii) When responding to a disease or pest threat to agricultural operations, if the
Secretary determines that a threat to agricultural operations exists and the disclosure of
information to a person or cooperating government entity is necessary to assist the
Secretary in responding to the disease or pest threat as authorized by law.

(4) EXCEPTIONS—Nothing in this subsection affects—

(A) The disclosure of payment information (including payment information and the
names and addresses of recipients of payments) under any Department program that is
otherwise authorized by law;

(B) The disclosure of information described in paragraph (2) if the information has been
transformed into a statistical or aggregate form without naming any—

(i) Individual owner, operator, or producer; or
(ii) Specific data gathering site; or

(C) The disclosure of information described in paragraph (2) pursuant to the consent of
the agricultural producer or owner of agricultural land.
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